Configuring Internet Explorer for JTDI Access
This documentation will work for Internet Explorer 11 or lower.

1. Open your web browser and select “Tools”

m https://www.google.com/?

File Edit View Favorites Help
= Delete browsing history... Ctrl+Shift+Del
InPrivate Browsing Ctrl+Shift+P

Turn on Tracking Protection
ActiveX Filtering

Fix connection problems...
Reopen last browsing session

Add site to Start menu

View downloads Ctrl+)
Pop-up Blocker 3
SmartScreen Filter 3

Manage add-ons
Compatibility View settings

Subscribe to this feed...
Feed discovery 3

Windows Update

Performance dashboard Ctrl+Shift+U
F12 Developer Tools

OneNote Linked Notes
Send to OneMote

Report website problems

Internet options

2. Select “Internet Options”

hitps://www.google.com/?gus_rd=s:

File Edit View Favorites Help
{;:3 Delete browsing history... Ctrl+Shift+Del
InPrivate Browsing Ctrl+Shift+P

Turn on Tracking Protection
ActiveX Filtering

Fix connection problems...
Reopen last browsing session

Add site to Start menu

View downloads Ctrl+)
Pop-up Blocker 3
SmartScreen Filter 2

Manage add-ons
Compatibility View settings

Subscribe to this feed...

Feed discovery 3
Windows Update

Perfermance dashboard Ctrl+Shift+U
F12 Developer Tools

OneMote Linked Notes
Send to OneNote

Report website problems

Internet options




3. Select the “Delete” button in the browsing history section
Internet Options - M

1 General |Securit§||I | Privacy I Content | Connections I Programs I Ad\rancedl

Home page
— { To create home page tabs, type each address on its own line.
..
. http:/fwww.google.com/ -
[ Use current ] [ Use default ] [ Use new tab
Startup

(7) Start with tabs from the last session
(@) Start with home page

Tabs
Change how webpages are displayed in tabs.
Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

[ Delete browsing history on exit

[ Delete... ][ Settings ]

Appearance

Colors H Languages H Fonts H Accessibility ]

[ OK ][ Cancel ] Apply
—

4. Delete “Temporary Internet files and website files” and “Cookies and website data”
Delete Brcmrsing_ms:ry- u

— [T Preserve Favorites website data

Keep cookies and temporary Internet files that enable your favorite
websites to retain preferences and display faster.

Temporary Internet files and website files
Copies of webpages, images, and media that are saved for faster
viewing.

Cookies and website data
Files or databases stored on your computer by websites to save
preferences or improve website performance.

|:| History
List of websites you have visited.

[ Download History
List of files you have downloaded.

[ Form data
Saved information that you have typed into forms.

[7] Passwords
Saved passwords that are automatically filled in when you sign in
to a website you've previously visited.

[7] Tracking Protection, ActiveX Filtering and Do Not Track
A list of websites exduded from filtering, data used by Tracking
Protection to detect where sites might automatically be sharing details
about your visit, and exceptions to Do Mot Track requests,

About deleting browsing history Delete ] [ Cancel ]




Next select the “Content” tab

| Internet Opticns - M

3 | General | Security I Privacy | Content IConnections | Programs | Aduanced|

Certificates
5 Use certificates for encrypted connections and identification.

[ Clear S5L state I [ Certificates ] [ Publishers ]

AutoComplete

3 AutoComplete stores previous entries

on webpages and suggests matches
for you.

Feeds and Web Slices

E Feeds and Web Slices provide updated
K

content from websites that can be
read in Internet Explorer and other
programs.

Select “Clear SSL state”, then “OK” on the following window to confirm.
| Internet Options - &Ig

3 | General | Security | Privacy | Content |Conr1ections I Programs | Mvancedl

Certificates
E Use certificates for encrypted connections and identification.

I Clear 551 state I [ Certificates ] ’ Publishers ]

AutoComplete
= = AutoComplete stores previous entries

on webpages and suggests matches
for you.

Feeds and Web Slices

@ Feeds and Web Slices provide updated
N

content from websites that can be
read in Internet Explorer and other

programs.

w|




7. Select “Apply” and then “OK” — Close ALL Internet Explorer windows and then attempt to access
https://www.jtdi.mil

**If you have never before accessed the JTDI website please continue to step 11. If you have accessed in
the past, please contact the helpdesk for further assistance.**

8. Select “DoD Certificates”

@& https://upw jedi.mil/http://webservers.internal com:8181/home/index. html L-a CJ| @ ot [

File Edit View Favorites Tools Help

<5 8] /701

@ Joint Technical Data Integration

Product Data for the Millennia

Important Announcements

Some IETMs are currently being updated which might causs some issues for users

The EADs page has been updated to offer solutions to Citrix issues being experienced recently.

Acceptable Use Policy | Defense Connect Online (DCO) | EAQS | User Re

JTDI
Webs,
Login using your CAC/ECA
- Use this option if you HAVE
reqisterad and received an approval notica
New
Register -Use this option if you HAVE NOT
registered,
Not F
First Time PKI Certificate (CAC)/ECA User? Registration is
required with our site so the applicablle PM Offica(s) can
validate your nesd-to-know to access their aircraft/systems
data. If you have not registerad, pleass click the Ragister link. comr
:In fa access the (kgistration psge, you will nesd to
the Dop Cartificates insiilied.

You are entering into an Official United States Government
This is an official U.S. Government System for official use only. Do not S e process, or transmit classified or sensitive national security information of greater sensitivity than th
system or the information on this syst=m could result in eriminal prosecution.

9. Select “DoD Certificates” once again after reading the “How to install DoD Certificates”

instructions to download the InsallRoot 4.1.
[T
a %ﬁdé; hitps:/fupw tdi.mil/ http://webservers.intemal.com 8181 /registration/dodcert/indext O ~ @ € | @ o o

File Edit View Favorites Tools Help
v £1101

\j Joint Technical Data Integration

Product Data for the Millennia

Back
How to Install the DoD Certificates
In erder to use your Dol PKI Certificate/CAC Card ta access DoD websites or to view Gitrix Applications over the Internet, you will need to install the Dol Certiicates, Please make sure to follows the directions included

What is a Certificate? Certificates are electronic identity cards that help ensure that individuals and computers are who they say they are. Certificates are issued to individusls and to comput
accessing web sites and sending e-mail. Certificates will allow you to send encrypted and digitally signed e-mails, and sign on to DoD web sites.

The follousing instructions allows your web brovser to accept the DoD certificates. The certificates are small files that are installed into your browser allowing it to trust t
The fle contain encrygtion ks, cartficate valdity dates issing autharity, and other information nasded to establish 2 particular lvel o trust. There are 1 cartfic

cersificate manager. The other certficate s placad into the Trustsd Rock Certification Authoritias t2b of tha cartficata manag:

Install Certificates  Download ertificates into your IE Brovsar

NOTE: Oncs you dovnload/unzip the Dol Cartificates zip file, you vill need to get with your System Administratar to get the new certificates installed intc

Questions/Comments? Email helo@itdisos.us

Direct link (URL: http://iasecontent.disa.mil/pki-pke/InstallRoot NonAdmin 4.1.msi)



https://www.jtdi.mil/
http://iasecontent.disa.mil/pki-pke/InstallRoot_NonAdmin_4.1.msi

10. Select: Next

Welcome to the InstallRoot Setup Wizard

B
Do

PKE

The Setup Wizard will install InstallRoot on your computer. Click Next to continue or close the window to exit
the Setup Wizard.

11. Select: Next

‘ Choose a file location b

To install in this folder, dick "Next". To install to a different folder, enter it below or dick "Browse".

IC:\Program Files\DoD-PKE\InstallRoot\ Browse...




12. Select: Next
2 InstallRoot Setup

InstallRoot Features

Select the features you wish to install.

[¥] Graphical Interface
[v] command-Line Tool

<oack || wea> |

13. Select: Install

Begin installation of InstallRoot

Click Install to begin the instaliation. I you want to review or change any of your installation settings, dick
Back. Close the window to exit the wizard.

< Back ‘ Om




14. Wait for installation to start.

E Installation Progress

15. Select: Run InstallRoot

o
Do
v

has been Y lled.

Run InstallRoot

Close




16. Click: Install Certificates

(If you have Firefox installed, you may see 2 tabs)

4 @ A

Install Online Preferences
Certificates Update

Actions

Microsoft Current User |

Home Store Group Certificate Help

le I
el RS
Save Refresh Restart as

Settings Administrator
Application

« Install DoD Certificates &

X Install ECA Certificates &

 Install JITC Certificates &

Select: ok.

|Dop 22) - |
Target Certificate Store Adds Deletes
Microsoft Current User b—ll-aﬂl—d 0

Subject: DOD CA-25; Issuer: Dol Root CA 2: INSTALLED
Subject: DOD CA-286; Issuer: Dol Root CA 2: INSTALLED
Subject: DOD EMAIL CA-25; Issuer: Dol Root CA 2: INSTALLED
Subject: DOD EMAIL CA-26; Issuer: DoD Root CA 2: INSTALLED

|

17. Select Yes, (this screen may show 2 - 3 times)

£

A

You are about to install a certificate from a certification authority
(CA) claiming to represent:

DoD Root CA 3

Windows cannot validate that the certificate is actually from
"DoD Root CA 3", You should confirm its origin by contacting
"DoD Root CA 3". The following number will assist you in this
process:

Thumbprint (sha1): D73CA911 02A2204A 36459ED3 2213B467
D7CE97FB

Warning:

If you install this root certificate, Windows will automatically trust
any certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. If you click "Yes" you
acknowledge this risk.

Do you want to install this certificate?




18. Open Internet Explorer, Select: Tools, Internet Options

ss Card (CA... =

Print
File
Zoom (100%)

View downloads Ctrl+)

Manage add-ons
F12 developer tools

ur
About Internet Explorer

Send feedback

19. Select Content (tab), Certificates (button)

Parental Controls

Control the Internet content that can

be viewed.

Ratings help you control the Internet content that can be
viewed on this computer,




20. Open Trusted Root Certification Authorities (tab) to verify you have:
DoD Root CA 2 through DoD Root CA 4, and DST Root CA X3.

Certificates . 0

Intended purpose: [ <All=

| intermediate Certification Authorities | Trusted Raot Certification Authorities | Trusted Publ * | *

Issued To

[DoD Root CA 2
DoD Root CA 3
[5IDoD Root CA 4
[5IDST Root CA X3

| digitalmanagement-....

[SEntrust Root Certifi...
[SEntrust Root Certifi...
JEntrust.net Certific. .

Issued By Expiratio...  Friendly Name

digitalmanagement-BE... 5.

DoD Root CA 2 12(5/2023  <MNone:
12/30/2029 <None>

DoD Root CA 3

Dol Root CA 4 7
DST Root CA X3 9!
Entrust Root Certifica. ..

11/27/2026  Entrust
Entrust Root Certifica...  127/2030  Entrust.net
Entrust.net Certificati... 7/24/2029  Entrust (2048)

24/2015  <MNonex

25/2032  <MNone:x
30/2021 DST Root CA X3

8/22/2018  GeoTrust &7

CqlEquifax Secure Cer... Equifax Secure Certifi...

[ Import... H Export... H Remove ]

Certificate intended purposes

<All=
Wiew

Close

Learn more about certificates

21. When complete go back to the login/register page, and on the right side of the page, in the
column of text, select FBCA Cross-certificate Removal Tool located under the bolded header

labeled “Common Access Card (CAC) Help.”

I © tiing the streets o 0.C. . % ¥ QD Sean D - VeuTube = ¥ M inbox 0,109) - marichattc = ¥ || Jint Technical Dataates, % ¥ || Check AccessBy Name = ¥ | ITDISupport= Contral P =Y 1701 B -

« € @ hitps://upw jtdi.mil

2§ iGeegle [ Lenove Recommen

JTDI

Danek Time & Expe. OSTicket [ JTDIWeb Potsl [*) JTOI20 Kimberinks . % DMI o ADP Sef Semice Por_. W joinme ~Free Seree.. [') Information Assuran.. || DMIE-Leaming Portsl (£ Soundeloud

Joint Technical Data Integration

Important Announcements
ITD1 Applications Notice: Currently, JTDI Citrix applications accessed through a Navy/Marine Corp network are experiencing launching issuss do a racent network push of the windaws 7 Citrix receiver. If you are experiencing problems
accessing the IETM and raceive a Citrix arror, plaase fesl free to contact tha NMCI Helpdesk at 866-843-6624.

Acceptable Use Policy | Defense Connact Online (DCOY | FAOS | User

JTDI Support Center
Wesite/JKES (Logbook, E-tools, PEMA)

- Toll-Free: 1-888-1TDISOS 1534-4101}/

New JTDI Requirement?
- Customer Needs Form

Login using your CAC/ECA

Login - Use this option if you HAVE registered
and received an approval notice.

Register -Use this option if you HAVE NOT
registered

Mot Registered /New User?
requirad with our site 50 the appicable PM Office(s) can - Baslration/sppraval Proceaa
validate your to i - - iz
data. If you have not registered, please chick the Register link

First Time PKI Certificate (CAC)/ECA User? Registration is

Common Accass Card (CAC) Halp
EBCA Cr <

Mate: in order to access the registration page, you will need to
have the Do Certificates instafied.

You official
This is an official U.S. Government System for official use only. Do not discuss, enter, transfer, process, or bransmit classified or sensitive national security information of greater sensitivity than that for which this system is authorized. Use of

this system constitutes consent to security testing and monitoring. Unauthorized use of this system or the infarmation on this system could result in criminal prosecution.




22. Select the DOD FBCA Cross certificate removal tool again located in the bottom left hand corner.
Here you will need to download/unzip the FBCA Cross-Certificate Removal Tool zipped file to
your desktop, then unzip and install the file.

T | | ]|
Fe Edit o
Signin X +
Dehek Tie & Expense - ... (0] NMCIWieb Mai [ JTD B Home &)L
'1-?. Joint Technical Data Integration y»
) )

es due to the system d
he FBCA Cross-Certif

Common Policy  Common Policy

Sha-1 Federal
Root CA

DODROOTCA2  DoD
Interoperability
Root CA 1

Entrust Common Policy

Sha-1 Federal Root  Common Policy

VeriSign Digital 1D Date ls
Certlficate Expired

Questions/Comments? Email helpijtdisos.us

23. A DOS command prompt will appear prompting you to press enter.

i ° ChUsers\mhatton\AppData'\Local\Temp\Templ_unclass-fbca_crosscert_remover_v108.zip\FECA _cr... |ilﬂl-z—hj
experiencing the issues.

DEPENDEMCIES :
#* Microszoft Windows 2088 SP3 or later Operating System
=* _MET Framework 2.8 or above

Thizs help screen.
Silent mode — doesn't reguire user to hit <ENTER:.
Only List Certificates.
DISALLOY Dizsallow the certificate before deleting it.
SNODODROOT Don’t add the DoD Root CA 2 certificate to trust stores.
SNOCPDISALLOW Don't diszallow the Common Policy Root certificates.
/KEEPCP Don*t delete the Common Policy Roots.
/ECRH Remove and untrust the ECA cross—certificate.
NODELETE Do not delete any certificates.
#FORCE Add certificates regardless if they already exist.

MOTE: Administrative privilegesz are required to remove cevrtificates from
the LocalMachine store.

Specify a /8" on the command-lise will prevent thiz prompt.
Prezz {ENTER» to continue...

24. When the install is complete you will see “finished” following by an admin warning. Press enter
to finish. Once completed close and reopen you browser and attempt to log into JTDI.






